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@ 0SS&Security (Z£1%)

Open Source Software
(OSS or FLOSS) and the

U.S. Department of Defense (DoD)

David A. Wheeler
November 4, 2009

http://Iwww.dwheeler.com/

This presentation contains the views of the author and does not indicate
endorsement by IDA, the U.S. government, or the U.S. Deparitment of Defense.
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OSS often very reliable

Fuzz studies found OSS apps
significantly more reliable [U Wisconsin]

- Proprietary Unix failure rate: 28%,23%" <

- 0OSS: Slackware Linux 9%, GNU utilities 6%

- Windows: 100%; 45% if forbid certain Win32 messaae H::rma
IIS web servers >2x downtime of Apache [Syscontrol AG]
Linux kernel TCP/IP had smaller defect density [Reasoning]

JM OProprietary Average (0.55
0+ x

Reported Repaired | BLinux kernel (0.10,0.013)

te

12
[See http://www.dwheeler.com/oss_fs why html|
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Open design:
A security fundamental

Saltzer & Schroeder [1974/1975] - Open design
principle
- the protection mechanism must not depend on attacker
ignorance

OSS better fulfills this principle

Security experts perceive OSS advantage
- Bruce Schneier: “demand OSS for anything related to
security”

- Vincent Rijmen (AES): “forces people to write more clear code
& adhere to standards”

- Whitfield Diffie: “it’'s simply unrealistic to depend on secrecy
for security”

© LPI-Japan 2012. All rights reserved. 9
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— Bruce Schneier ({H#5RTHREBF R L SecurityEZEFIRD—A)
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.ﬁ%IE*Ta) H# Fﬂi ‘id-_jy Remediation Performance by Supplier
‘J_Zbi_ﬁaaal-(\ ﬁm‘J7 M internally Developed I Commercial M Open Source [l Overall

rM —BEL<H DTS, = ;

mA-TLI-Rig, RREN
ENGHIE—EIDIEET £~
%?b'(b‘%o E 0 10 %

Average Days to Remediate Average Remadiation
Submissions to Pass

Figure 5: Remediation Performance by Suppliar
(Cutsourced omitted due to small sample siza.)
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Bugs per 1000 Lines of Code

Linux 2.6 Kernel 0.17 Stanford University/Cover
Proprietary Software  10to 20 Carnegie Mellon Cylab

Wired Magazine, Dec 2004

ZUT 1 DN EEEILBEES T, RHNIZL 2 T
EDERSIhBETDHICS
Red Hat Enterprise Linux 4, Feb 2005-Feb 2006

Day 0 \ Day 1 \ Day 2
/3% 95 % /00%
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